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Abstract

An unprecedented communication paradigm facilitating the connection between a prior unseen
number of devices is currently gripping both industrial as well as academic communities.
Referred to as machine-to-machine (M2M) communication, it is essentially composed of three
key ingredients:

1) a wireless end-device,

2) an infrastructure-based or infrastructure-less wireless carrier network, and

3) the back-end server network.

The gamut of application for such a composite scenario mixing short-range and wide-range
communication systems is vast, including e.g. consumer electronics, smart energy, telemetry,
health care, industrial control, and general means of boosting the usage of existing telecoms
infrastructures by offering communications and connectivity at large. Market prospects of M2M
are thus very encouraging, which was estimated at €20bn in 2005 already and is expected to
reach €200bn in Q4 2010 connecting more than 100bn communicating devices.

The aim of this tutorial is to provide a detailed technical insight into latest key aspects of M2M
networks. To this end, we will discuss the heterogencous set of available end-device
technologies applicable to M2M systems. We will then dwell on different approaches to provide
the infrastructure of M2M end-devices so that back-end servers can be reached at minimum
delay and minimum energy expenditure. The tutorial will be complemented by a discussion on
latest standardization efforts pertaining to M2M as well as a thorough summary on open
research challenges.

Lectures

M2M systems bear very specific and unparalleled challenges in both research and development.
Prime design drivers here are the need for virtually zero-outage, immediate response and high-
efficiency to support reliable, green, long-living and delay-constrained M2M applications. With
no clear winner established so far, two orthogonal approaches have thus commenced to contend
for the M2M market, i.e. 1) cellular solutions relying on wide coverage; and 2) purely
embedded solutions for short-range or local area communications relying on cheap
deployments. The prime objective of this tutorial is therefore to acquaint an academic and
industrial audience with crucial design approaches and architectural elements to facilitate a
viable and efficient deployment of said networks. To this end, the tutorial is structured in the
three parts:

In the first part, we will discuss the cradle of M2M systems and the reasoning of their
emergence. We will discuss the peculiarities of these systems with emphasis on the very
differing rate, delay and energy requirements. We will also dwell on their commercial
importance, i.e. business projections, commercial activities worldwide, etc. A considerable part
will also be dedicated to current standardization approaches, such as the GSMA SACG, 3GPP
SA/RAN/CT, ETSI M2M/SCP/RRS, CDG M2M, IEEE 802.15.4(e), IETF 6LoWPAN, IETF
ROLL, OpenADR, etc. Finally, canonical M2M architectures will be summarized which are
then used throughout the remainder of the tutorial.



In the second part, we will deal with embedded systems which generally deliver M2M traffic
via multiple hops towards a gateway which in turn is connected to the back-end server network.
We will commence by reviewing and explaining solutions proposed within the academic
community for MAC and networking protocols. Notably, we will dwell on latest preamble
sampling and channel hopping MAC protocols, as well as virtual coordinate and gradient
routing protocols, both known to exhibit superior energy efficiency in the context of M2M
traffic. We will then dwell on technical details of lately standardized solutions, i.e. the IEEE
802.15.4 PHY, IEEE 802.15.4¢ MAC and IETF 6LowPAN/RPL networking protocols. We will
show, corroborated by experimental results, that a tight coupling of these protocols yields
excellent performance. Finally, we will briefly discuss some important proprietary M2M
solutions which have successfully penetrated the market.

In the third part, we will discuss in great details the tradeoff between node performance
(throughput, delay), network performance (outage, lifetime) and cost (CAPEX, OPEX). We will
briefly introduce cellular and hybrid embedded/cellular architectures. Finally, we will
summarize and highlight a large set of open problems which are likely to occupy the community
for years to come.

1. Introducing M2M

a. Peculiarities of M2M
1. zero-outage, immediate response, high-efficiency
ii. heterogeneity of devices
1ii. security issues

b. Business & Markets
i. general market drivers
ii. health care markets
1ii. smart energy markets
iv. industrial control markets

c. Standardization Efforts
1. importance of standardization
ii. cellular (3GPP, ETSI & CDG)
iii. embedded (IEEE, IETF)

d. Canonical Architectures
i. cellular architectures
ii. embedded architectures
iii. hybrid architectures

2. Embedded M2M Designs

a. Specificities of Embedded Systems
1. reliability, low-power
ii. need for multihop
iii. protocol design drivers

b. Academic Protocol Developments
1. misconceptions about wireless medium
ii. MAC protocols & taxonomy
iii. networking protocols & taxonomy
iv. pros and cons

c. Standardized Embedded Systems
i. IEEE 802.15.4x PHY/MAC layers
ii. [ETF 6LoWPAN HC and ND
iii. IETF ROLL RPL routing protocol
iv. industrial standards: WirelessHART, ISA100

d. Proprietary Solutions
i. Dust Networks
ii. Coronis/Elster
iii. Worldsensing



3. Open M2M Design Challenges

a. Architectural Tradeoffs
1. node performance
ii. network performance
iii. cost issues

b. Cellular & Hybrid Architectures
1. overview of architectures
ii. high-level comparison
iii. applicability

c. Open Design Challenges
i. wireless M2M end-device
ii. wireless M2M carrier network
iii. back-end server issues

d. Time for Q&A
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